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are the bank’s customers on July 1,
2001.

(2) Example. A bank provides an ini-
tial notice to consumers who are its
customers on July 1, 2001, if, by that
date, the bank has established a sys-
tem for providing an initial notice to
all new customers and has mailed the
initial notice to all the bank’s existing
customers.

(c) Two-year grandfathering of service
agreements. Until July 1, 2002, a con-
tract that a bank has entered into with
a nonaffiliated third party to perform
services for the bank or functions on
the bank’s behalf satisfies the provi-
sions of §40.13(a)(1)(ii) of this part, even
if the contract does not include a re-
quirement that the third party main-
tain the confidentiality of nonpublic
personal information, as long as the
bank entered into the agreement on or
before July 1, 2000.

APPENDIX A TO PART 40—SAMPLE
CLAUSES

Financial institutions, including a group of
financial holding company affiliates that use
a common privacy notice, may use the fol-
lowing sample clauses, if the clause is accu-
rate for each institution that uses the no-
tice. (Note that disclosure of certain infor-
mation, such as assets, income, and informa-
tion from a consumer reporting agency, may
give rise to obligations under the Fair Credit
Reporting Act, such as a requirement to per-
mit a consumer to opt out of disclosures to
affiliates or designation as a consumer re-
porting agency if disclosures are made to
nonaffiliated third parties.)

A-1—CATEGORIES OF INFORMATION A BANK
COLLECTS (ALL INSTITUTIONS)

A bank may use this clause, as applicable,
to meet the requirement of §40.6(a)(1) to de-
scribe the categories of nonpublic personal
information the bank collects.

Sample Clause A-1:

We collect nonpublic personal information
about you from the following sources:

e Information we receive from you on ap-
plications or other forms;

e Information about your transactions
with us, our affiliates, or others; and

e Information we receive from a consumer
reporting agency.

A-2—CATEGORIES OF INFORMATION A BANK DIS-
CLOSES (INSTITUTIONS THAT DISCLOSE OUT-
SIDE OF THE EXCEPTIONS)

A bank may use one of these clauses, as ap-
plicable, to meet the requirement of
§40.6(a)(2) to describe the categories of non-
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public personal information the bank dis-
closes. The bank may use these clauses if it
discloses nonpublic personal information
other than as permitted by the exceptions in
§§40.13, 40.14, and 40.15.

Sample Clause A-2, Alternative 1:

We may disclose the following kinds of
nonpublic personal information about you:

e Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘“‘your nmame, ad-
dress, social security mumber, assets, and in-
come’’];

e Information about your transactions
with us, our affiliates, or others, such as
[provide illustrative examples, such as ‘‘your ac-
count balance, payment history, parties to
transactions, and credit card usage’’]; and

e Information we receive from a consumer
reporting agency, such as [provide illustrative
examples, such as ‘“‘your creditworthiness and
credit history’’].

Sample Clause A-2, Alternative 2:

We may disclose all of the information
that we collect, as described [describe location
in the notice, such as ‘“‘above’ or “‘below’’].

A-3—CATEGORIES OF INFORMATION A BANK DIS-
CLOSES AND PARTIES TO WHOM THE BANK DIS-
CLOSES (INSTITUTIONS THAT DO NOT DISCLOSE
OUTSIDE OF THE EXCEPTIONS)

A bank may use this clause, as applicable,
to meet the requirements of §§40.6(a)(2), (3),
and (4) to describe the categories of non-
public personal information about customers
and former customers that the bank dis-
closes and the categories of affiliates and
nonaffiliated third parties to whom the bank
discloses. A bank may use this clause if the
bank does not disclose nonpublic personal in-
formation to any party, other than as per-
mitted by the exceptions in §§40.14, and 40.15.

Sample Clause A-3:

We do not disclose any nonpublic personal
information about our customers or former
customers to anyone, except as permitted by
law.

A-4—CATEGORIES OF PARTIES TO WHOM A BANK
DISCLOSES (INSTITUTIONS THAT DISCLOSE
OUTSIDE OF THE EXCEPTIONS)

A bank may use this clause, as applicable,
to meet the requirement of §40.6(a)(3) to de-
scribe the categories of affiliates and non-
affiliated third parties to whom the bank
discloses nonpublic personal information.
The bank may use this clause if the bank
discloses nonpublic personal information
other than as permitted by the exceptions in
§§40.13, 40.14, and 40.15, as well as when per-
mitted by the exceptions in §§40.14 and 40.15.

Sample Clause A—4:

We may disclose nonpublic personal infor-
mation about you to the following types of
third parties:
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e Financial service providers, such as
[provide illustrative examples, such as ‘‘mort-
gage bankers, securities broker-dealers, and in-
surance agents’’];

e Non-financial companies, such as [provide
illustrative examples, such as ‘‘retailers, direct
marketers, airlines, and publishers’’]; and

e Others, such as [provide illustrative exam-
ples, such as ‘“‘non-profit organizations’’].

We may also disclose nonpublic personal
information about you to nonaffiliated third
parties as permitted by law.

A-5—SERVICE PROVIDER/JOINT MARKETING
EXCEPTION

A bank may use one of these clauses, as ap-
plicable, to meet the requirements of
§40.6(a)(b) related to the exception for serv-
ice providers and joint marketers in §40.13. If
a bank discloses nonpublic personal informa-
tion under this exception, the bank must de-
scribe the categories of nonpublic personal
information the bank discloses and the cat-
egories of third parties with whom the bank
has contracted.

Sample Clause A-5, Alternative 1:

We may disclose the following information
to companies that perform marketing serv-
ices on our behalf or to other financial insti-
tutions with whom we have joint marketing
agreements:

e Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘“‘your nmame, ad-
dress, social security mumber, assets, and in-
come’’];

e Information about your transactions
with us, our affiliates, or others, such as
[provide illustrative examples, such as ‘“‘your ac-
count balance, payment history, parties to
transactions, and credit card usage’’]; and

e Information we receive from a consumer
reporting agency, such as [provide illustrative
examples, such as ‘“‘your creditworthiness and
credit history’’].

Sample Clause A-5, Alternative 2:

We may disclose all of the information we
collect, as described [describe location in the
notice, such as ‘“‘above’ or ‘‘below’’] to compa-
nies that perform marketing services on our
behalf or to other financial institutions with
whom we have joint marketing agreements.

A-6—EXPLANATION OF OPT OUT RIGHT (INSTI-
TUTIONS THAT DISCLOSE OUTSIDE OF THE EX-
CEPTIONS)

A bank may use this clause, as applicable,
to meet the requirement of §40.6(a)(6) to pro-
vide an explanation of the consumer’s right
to opt out of the disclosure of nonpublic per-
sonal information to nonaffiliated third par-
ties, including the method(s) by which the
consumer may exercise that right. The bank
may use this clause if the bank discloses
nonpublic personal information other than
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as permitted by the exceptions in §§40.13,
40.14, and 40.15.

Sample Clause A-6:

If you prefer that we not disclose non-
public personal information about you to
nonaffiliated third parties, you may opt out
of those disclosures, that is, you may direct
us not to make those disclosures (other than
disclosures permitted by law). If you wish to
opt out of disclosures to nonaffiliated third
parties, you may [describe a reasonable means
of opting out, such as ‘‘call the following toll-
free number: (insert number)].

A-T—CONFIDENTIALITY AND SECURITY (ALL
INSTITUTIONS)

A bank may use this clause, as applicable,
to meet the requirement of §40.6(a)(8) to de-
scribe its policies and practices with respect
to protecting the confidentiality and secu-
rity of nonpublic personal information.

Sample Clause A-7:

We restrict access to nonpublic personal
information about you to [provide an appro-
priate description, such as ‘‘those employees
who need to know that information to provide
products or services to you’’]. We maintain
physical, electronic, and procedural safe-
guards that comply with federal standards to
guard your nonpublic personal information.
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